Organisation Supply Vetting Security Questionnaire

	Organisation Name
	

	Date questionnaire completed
	

	Questionnaire completed by (provide name and title)
	

	General Security Practices

	Question
	Y/N
	Supplier Response
	Third party Response / client Response

	1. Do you have a documented cybersecurity policy and procedures manual?
	
	
	

	2. Is your organisation and/or your proposed solution compliant with any industry- recognised standards and certifications (e.g., ISO27001, PCI, NIST, CSM, SOC2, GDPR etc)? Please list and send through a copy of your certificate for each certification you hold.
	
	
	

	3. How do you conduct security risk assessments of your systems and services?
	
	
	

	4. Do you perform regular vulnerability scanning & analysis of your infrastructure and systems including the infrastructure hosting the platform? How often?
	
	
	

	5. What controls do you have in place to prevent unauthorized access to data?
	
	
	

	6. Describe the security measures you have implemented to ensure a strong security posture.  For example, NGFW’s Intrusion Detection and Prevention technologies, a SOC, Application Whitelisting etc.
	
	
	

	7. How do you encrypt data at rest and in transit?  Describe.
	
	
	

	8. How do you patch and update your systems and software?
	
	
	

	9. How do you handle security incidents? Do you have an incident response plan?
	
	
	

	10. How do you train your employees on cybersecurity awareness?  If so what is the frequency?
	
	
	

	11. Do your employees undertake regular phishing simulations? If so what is the frequency?
	
	
	

	12. Do you conduct regular security audits and penetration testing?  Please describe the schedule and provide any applicable proof of pentest certificate, report or attestation document from the vendor.
	
	
	

	13. Do you utilise a Security Operations Center (SOC) or a managed security provider (third party) to provide overwatch over your environment and respond to incidents?
	
	
	

	14. If yes, is the coverage 24 x 7/365?
	
	
	

	15. Do you utilise a Security Information and Event Management (SIEM) platform?  And if so, does this incorporate SOAR functionality?
	
	
	

	16. Are you enforcing MFA across all of your perimeter and cloud services and applied to all user accounts?  Describe.
	
	
	

	17. Describe your password complexity protocols in place.  Do you adhere to NIST recommendations for passwords, employing passphrases and banned passwords?
	
	
	

	Incident Response & Disaster Recovery

	Question
	Y/N
	Supplier Response
	Third party Response / client Response

	18. Do you have an internal incident response plan and processes for responding and reporting security incidents?
	
	
	

	19. How often is this tested?
	
	
	

	20. How will you notify us if there is a security incident involving our data?
	
	
	

	21. Do you have disaster recovery plans to address security incidents and recover from breaches?  Describe.
	
	
	

	Data Security

	Question
	Y/N
	Supplier Response
	Third party Response / client Response

	1. Do you have an internal policy(ies) in place for handling sensitive data, including download, storage, and transmission?
	
	
	

	2. What type of data do you collect from us and how is it used?
	
	
	

	3. Where will my data be stored?  Will it be stored within Australia (or X location) at all times?
	
	
	

	4. Within your organization, who will have access to our data?
	
	
	

	5. What controls do you have in place to protect my data from unauthorized access or loss? Such as internal threat actors, such as disgruntled employees.
	
	
	

	6. What is your data deletion and disposal policy?  What happens upon termination of our agreement?
	
	
	

	7. Do you offer any data encryption options for at rest data and when securely transferring data to and from our organisation?
	
	
	

	Vendor Management

	Question
	Y/N
	Supplier Response
	Third party Response / client Response

	8. Do you conduct security assessments or due diligence vetting of your own vendors and subcontractors who might access our data?
	
	
	

	9. What happens if a security breach occurs at one of your vendors?
	
	
	

	10. Do you have contractual requirements with your vendors regarding data security?
	
	
	




Solution Specific questions for SaaS and web application Vetting

	Solution Specific questions for SaaS and web application Vetting

	Question
	Y/N
	Supplier Response
	Third party Response / client Response

	1. Is a Web Application Firewall (WAF) deployed to detect and block web-based attacks? What solution is utilised?
	
	
	

	2. Does the application validate and sanitise all user input to prevent common vulnerabilities such as SQL injection and Server-Side Request Forgery (SSRF)? How?
	
	
	

	3. Is any DoS or DDoS protection in place for the application/service?
	
	
	

	4. Does the application implement comprehensive and secure logging and auditing mechanisms to detect and investigate security incidents? How?
	
	
	

	5. Does the application implement an additional layer of authentication beyond passwords (e.g: MFA, FIDO keys etc)?
	
	
	

	6. If yes, what methods are supported for MFA?
	
	
	

	7. Are password complexity protocols in place for the application? Are all user account passwords able to be set to be a minimum of 15 characters with a mixture of lower, uppercases, numbers and special characters?
	
	
	

	8. Are passwords in use by the end users and admins scrubbed against breached account services such as dehashed and haveibeenpwned, to prevent users from using passwords compromised in other data breaches?
	
	
	

	9. Does the application enable centralised and secure authentication across multiple applications (i.e. Single Sign-On (SSO))? If yes, please also advise the SAML version supported.
	
	
	

	10. Does the application support recommended session timeouts for users for inactivity and require captcha or additional verification for multiple login attempts?
	
	
	

	11. How many login attempts are available to users before lockout due to failed login attempts? Can this be controlled or adjusted?
	
	
	

	12. Does the application define and enforce granular administrative roles and access controls? Provide details of the admin levels & access.
	
	
	

	13. Are secure coding practices and development implemented to prevent common vulnerabilities like code injection, XSS, and CSRF?
	
	
	

	14. Does the application apply strict validation and restrictions to uploaded files to prevent malicious file uploads and extensions and ensure secure file uploads? How?
	
	
	

	15. Do uploaded files get scanned by an EDR/AV solution?
	
	
	

	16. Are third-party libraries kept up to date with security patches and versions? What schedule are these libraries reviewed and updated?
	
	
	

	17. Is Data Storage and Protection in place to encrypt sensitive data at rest and in transit? Describe.
	
	
	

	18. Is Role-Based Access Control (RBAC) in place to assign privileges based on roles and least privilege principles? What?
	
	
	

	19. Are Secure Software Development Lifecycle (SDLC) coding practices followed? And, are regular code reviews conducted. How?
	
	
	

	20. Are mechanisms in place to anonymise sensitive/private data stored in the web application?
	
	
	

	21. What options for secure data deletion are provided if/when the application or any stored data is no longer used, required or the contract has terminated?
	
	
	

	22. Is IP restrictions in place to restrict access to trusted IP addresses or ranges? How?
	
	
	

	23. Are regular security audits conducted to ensure ongoing compliance with security standards and best practices? Which ones and how frequently? Are customers given the ability to review the results of the security audits?
	
	
	

	24. Do you perform regular vulnerability scanning & analysis of the infrastructure hosting the platform? How often?
	
	
	

	25. Do you perform regular Penetration Testing of the proposed solution and infrastructure hosting the platform? How often? And when was the last time it was performed?  Please provide a copy of your latest report or proof of pentest certificate.
	
	
	

	26. If not included above, please provide the scope of testing, e.g Authenticated, Unauthenticated, number of accounts.
	
	
	

	27. Is a regular Data Backup routine in place to ensure data availability? Provide details. Also advise how older backups are managed and your data retention policies.
	
	
	

	28. What support pathways/contact points does the web application vendor provide to respond/investigate security-related queries from customers, and what SLAs exist around service delivery in this area?
	
	
	

	29. What documentation or training is offered by the vendor to ensure the application is used in a secure and effective manner?
	
	
	

	30. What APIs or other secure access and/or automated mechanisms are provided to integrate this system with other databases/applications (reducing the frequency of direct logins by users)?
	
	
	

	31. Are any third party tools and integrations used by this web application?  If so, how have they been vetted for security and describe what data they can access.
	
	
	

	32. What data is shared with or is accessible to third parties?  Describe.  How has these third parties been vetted for security?
	
	
	

	33. What other security controls and features does the application provide? Please provide details.
	
	
	

	34. Does this product offer an on-premises option?
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